
04/28/2026

1

Artificial Intelligence in Emergency Planning 
(for Chemical and Other Hazards)

What is it, and how can we use it?

David Bierling, PhD – Texas A&M Transportation Institute
Paula Lorente, PhD – Individual Contributor

National Association of SARA Title III Program Officials
Annual Conference and Training Workshop

April 27-30, 2026

TTI leads in the creation 
of knowledge that 
transforms transportation 
for the benefit of society. 

TTI delivers practical, innovative 
and sustainable solutions to 

improve the movement of people, 
data, and goods through research, 

education, and technology transfer.

Vision 

Mission
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Legacy
Established 1950
State Agency
Early Focus: roadside 
safety, pavements, bridges
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What is artificial intelligence (AI)?
AI refers to software systems that:
• Identify patterns in data 
• Generate or summarize content 
• Classify and organize information 
• Support forecasting and scenario modeling 
• Automate repetitive analytical tasks 
Its primary value is efficiency gains in analysis and documentation.
Currently have “Narrow” AI, “General” and “Super” AI are still concepts
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Why does this matter now?
AI is increasingly embedded in government operations, 
reinforced by federal policy direction such as EO 14110 and 
OMB Memorandum M-24-10.
Emergency planners, managers, and responders will encounter:
• Vendor-driven AI solutions 
• Staff (and the public) experimenting with AI tools 
• Public expectations for faster, data-driven decisions 
The operational issue is not adoption, but controlled & secure use
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What are some AI technology types?
• Rule-based Systems: Uses predefined rules for decision-making and 

automation (e.g., expert systems)

• Machine Learning (ML): Learns patterns from data to make predictions or 
classifications, with rules inferred during training rather than programmed

• Deep Learning: Employs multi-layered artificial neural networks to solve 
complex tasks like image and speech recognition

• Natural Language Processing (NLP): Enables computers to generate 
human language by learning linguistic patterns – e.g., chatbots and translation

• Generative: Creates novel content (text, images, audio, code) using advanced 
models (like LLMs)
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What are some planning applications?
• Computer vision: Image or object recognition, tracking

• Natural language processing: Understand, generate language

• Generative: Draft plans, summaries, exercise injects 

• Predictive: Estimate risk, demand, or consequence likelihood based 
on past experience

• Geospatial: Analyze exposure, infrastructure, and access

• Optimization tools: Allocate routes, resources, staffing 
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What can’t AI do?
AI is not a decision authority or a substitute for local knowledge 
or regulatory expertise.

It has some important limitations:

• Cannot reliably handle novel or rare catastrophic scenarios

• Cannot guarantee accuracy

• Is dependent on input data quality (garbage in, garbage out)
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Some planning examples
• Audio transcription and summary of meeting notes

• Image analysis of hazmat placards in transport

• Hazard analysis using image analysis output

• Scenario development using hazard analysis output
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Audio transcription 
and meeting summaries

10Transcription using Microsoft Azure AI Speech Service via Teams; Summary using GPT-4 Turbo and GPT4o via Copilot; 
Enterprise data isolation agreement protection.
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Image analysis of rail hazmat placards

Project: “Hazmat Identification in Transportation Corridors Using Advanced AI Techniques.”  By S. Samant (PI), L. Ruback, B. 
Trefz, and D. Bierling.  Supported by a grant through the Texas A&M University Advancing Discoveries to Market Grant Program.
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Image analysis of roadway hazmat placards

Analysis on a locally-hosted model using YOLO architecture.
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Hazard 
analysis 

(1)

13Prompt: “These hazmat placard numbers were observed on trucks at a location in a small town.  Identify the materials 
and summarize the hazards for the community from these trucks.”

UN ID
1999
1075
1203
3257
1267
1993
1992
1863
1663
1992
1999
3257
1203
1824
1073
3257
1786
1203
1993
1267
3257
3257
1307
1202
3286
1760
1073
1203
1789
2672
1992
1993

Uh-oh

AI Hallucinations

Hazard 
analysis 

(2)

14

Prompt: “Rank these hazards 
by worst case accident 
scenario, then estimate 

evacuation distances for each.” Uh-oh

AI Hallucinations
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Scenario Development

15

Prompt: “Write a tabletop exercise scenario for these hazards; Summarize the scenario in a 1-page MS Word document; 
Summarize the injects on a 1-page Word document” 

Maps adapted from: Integrated Emergency Management Course Exercise Simulation System Document, Version 3.0, December 2015.

AI hallucination develops a detailed scenario that doesn’t match placard IDs

Post-presentation note on AI-hallucinations
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The previous three slides demonstrate a core issue with AI:
• Plausible but false outputs: AI generated fabricated facts that appeared 

credible. This issue occurs under “normal” or standard prompting.
• Error propagation: Initial inaccuracies are reused and amplified. An “expert” 

may catch the error, but non-experts will not.
• Root cause: AI optimizes statistically for word associations, not truth.
• Limits of mitigation: 1) Better prompts (chat customizations) reduce but don’t 

eliminate errors; 2) Users detect issues only within their domain of expertise; 
3) Security risks (e.g., prompt injection) can go unnoticed.

Unchecked hallucinations are systemic, requiring validation and 
controls, not just improved prompting.
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Some core risks of using AI
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• Informational risks: Data leakage (storage, reuse, external 
access); Exposure of sensitive hazmat intelligence 

• Analytical risks: Hallucinated or fabricated outputs; Outdated or 
biased assumptions; Asymmetric information retrieval/analysis; False 
precision from weak or unverified inputs 

• Operational risks: Overreliance by staff; Poor validation practices; 
Loss of “hands-on” experience by younger staff 

• Security risks: Prompt injection attacks; Vendor data retention or 
misuse; Unauthorized use of personal AI tools 

Suggestions for AI security

18

In addition to formal AI security & risk management 
frameworks (e.g., NIST, ISO, etc.) consider using a three-tier 
informal classification system.
• Green (Public): safe for approved AI tools 
• Yellow (Internal): restricted to managed, audited systems 
• Red (Sensitive HazMat/Security): controlled environments 

only
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Considerations for AI safeguards

19

• Access and governance: Approved enterprise accounts only; 
Multi-factor authentication (MFA); Role-based access control 

• Data protection: Prohibit sensitive hazmat data in public tools; 
Ensure vendor contracts prevent data reuse for training; Maintain 
audit logs and retention policies 

• Operational controls: Human verification of outputs → AI also 
hallucinates sources!; Incident response plan for data exposure; 
Legal and records compliance (FOIA, retention) 

Example adoption timeline/roadmap

20

0–30 days
• Establish AI policy 
• Classify planning data 
• Define prohibited uses 

30–90 days
• Pilot non-sensitive applications 
• Train staff 

90+ days
• Expand controlled use cases 
• Integrate into planning workflows
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Potential priority use cases
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• Plan drafting and gap analysis 
• Data cleaning and standardization 
• Scenario and exercise development 
• Hazard ID & risk screening (non-sensitive datasets) 
• Training and after-action analysis 
• Public communication templates

Safe starter use cases

22

• Rewrite planning documents 
• Summarize regulations 
• Generate generic scenarios 
• Draft alerts and outreach materials 
• Translate preparedness content 

21
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Potential controlled higher-level use cases
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• Identify Tier II data gaps 
• Prioritize facility inspections 
• Model exposure zones (generalized) 
• Analyze evacuation constraints 
• Support mutual aid planning

MUST HAVE EXPERT INPUT AND REVIEW

Rural agency suggestions

24

• Use pre-approved tools from state/federal partners 
• Avoid building custom AI systems 
• Keep AI internal; avoid public-facing deployments 
• Leverage regional/shared services where possible

23

24



04/28/2026

13

Evaluate AI hype/claims

25

• What decision does this improve? 
• What data are required? 
• What are failure modes? 
• How is output validated? 
• What happens if data are exposed? 
• Can operations continue without it? 

Other planning resources
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See: https://hazmattransport.tti.tamu.edu/
• Texas LEPC Guide (TDEM): Executive Primer; 

LEPC Handbook; LEPC Projects Guide

• Hazmat and Train Derailment Emergency 
Planning Guide for School Districts (TDEM): 
Summary for Planning Leaders; The Planning 
Framework and Process (Vol. 1); Project Ideas for All 
Phases of Emergency Management (Vol. 2); Threat & 
Hazard Assessments (Vol. 3); Emergency Plan 
Templates (Vol. 4)
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Connected 
Transportation 
is Our Future
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David Bierling
Sr. Research Scientist/Program Manager
Research & Implementation – Houston
Transportation Operations Group
701 N. Post Oak St.
Houston, TX  77024
713.613.9203, dhb@tamu.edu

Follow us on social media

Questions?
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